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SUBJECT: MARINE SECURITY GUARD 

REF: PANAMA'S 2608 

1 . REVIEW OF EMBASSY'S TELEGRAM RAISES SEVERAL QUESTIONS: 

A. REGIONAL SECURITY OFFICER REFERS TO THE NEED TO 
PROTECT THE CLASSIFIED IN CONSULATE AND COMMERCIAL LIBRARY. 
THE AMOUNT OF CLASSIFIED APPEARS TO BE MINIMAL IN BOTH 
OFFICES, AND DOES NOT REQUIRE A MARINE GUARD DURING NORMAL 
WORKING HOURS BECAUSE OF THE PRESENCE OF CLEARED U.S. 
PERSONNEL WHO ARE RESPONSIBLE. 

B. THE REGIONAL SECURITY OFFICER DOES NOT INDICATE 

ANY SPECIAL PROTECTIVE MEASURES TO SCREEN VISA APPLICANTS 
IN THE CONSULAR SECTION OR PHYSICAL SECURITY MEASURES TO 
PROTECT CONSULAR PERSONNEL OR THE AMERICANS IN THE 
COMMERCIAL LIBRARY. 

C. EXPERIENCE SHOWS THAT TRAINED AND COMPETENT LOCAL 
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IVE IN DEALING WITH LARGE NUMBERS OF VISITORS SEEKING 
VISAS, BECAUSE KNOWLEDGE OF LOCAL PEOPLE AND LANGUAGE 
CAPABILITY, ECT. 

D. THE TELEGRAM UNDER REFERENCE SEEMS TO CONFUSE 
PROTECTION OF PERSONNEL WITH PROTECTION OF CLASSIFIED. 

THE CONCERN IN BOTH THE CONSULAR SECTION AND COMMERICAL 
LIBRARY IS ALMOST ENTIRELY PROTECTION OF PERSONNEL PART- 
ICULARLY DURING DAY TIME HOURS. 

E. ADDITIONALLY, THIS OFFICE DOES NOT UNDERSTAND 

THE MARINE GUARD CONDUCTING EVENING INSPECTIONS OF THE 
RESIDENCE OR THE RMO OFFICE, ALTHOUGH A SPOT CHECK OF THE 
LATTER AT INFREQUENT INTERVALS MIGHT BE APPROPRIATE. 

2. THE PRESENCE OF A LOCAL CONTRACT GUARD DURING THE 
HOURS WHEN THE CONSULAR SECTION IS OPEN IS RECOMMENDED. 
PHYSICAL SECURITY SAFEGUARDS SHOULD ALSO BE PLANNED FOR 
THIS SECTION TO PROVIDE SOME BARRIER BETWEEN THE APPLIC- 
ANTS AND THE EMPLOYEES. THE MINIMUM AMOUNT OF CLASSIFIED, 
CLEARED U.S. PRESENCE, AND THE USE OF SAFES, MATERIALLY 
WEAKENS ANY JUSTIFICATION FOR FURTHER SAFEGUARDS FOR 
CLASSIFIED IN THE CONSULAR SECTION. LOCK UP AND CHAR 
ESCORT IMMEDIATELY AFTER THE CONSULATE CLOSES AT 2:30 P.M. 
WOULD ALSO MINIMIZE THE GUARD PROBLEM. 

3. THE SAME RATIONALE WOULD APPLY TO THE COMMERCIAL 
LIBRARY. 

4. FINALLY, SEVEN (7) WATCHSTANDERS SHOULD BE ABLE TO 
CONTROL ACCESS TO THE EMBASSY, CHECK THE AID AND USIS 
OFFICES, PROVIDE ESCORT OF CHARS AND ADDITIONAL CLOSE 
OF BUSINESS SECURITY INSPECTIONS FOR THE EMBASSY. 
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